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RMS Enterprise Scheduling Interface for Exchange (RMS-SCH-EWS)

RMS Enterprise Scheduling Interface for Exchange
(RMS-SCH-EWS)

Overview

The RMS Enterprise Scheduling Interface for Exchange (RMS-SCH-EWS) provides ad-hoc bookings and assists attendees in locating meeting
rooms by displaying the scheduled appointments on a touch screen in the meeting room and adjacent to room entrances. It also provides
automation capabilities for event start and end times.

The RMS Enterprise Scheduling Interface for Exchange utilizes the Microsoft” Exchange Web Services API to communicate with Exchange 2010,
2013, 2016 and Office 365 servers. This Scheduling Interface updates scheduling information in the Exchange or Office 365 Server, and
synchronizes that information with AMX Touch Panels - making the scheduling information seamless between Exchange or Office 365 and AMX
Touch Panels.

Scheduling Interfaces for RMS Enterprise are available to download from www.amx.com/rms/.
NOTE: RMS-SCH-EWS is intended for use with RMS Enterprise version 4.3 or higher.

The RMS-SCH-EWS Scheduling Interface provides:
e Appointment management features of the RMS application to synchronize RMS room schedules with Exchange servers.
e Addrooms in the RMS application that have you would like to schedule and associate them with an Exchange Room Mailbox.
e Calendaring & Scheduling:
Display room appointments on AMX Touch Panel Schedule ad-
hoc appointments
Extend a meeting
End a meeting
Display room schedule along with appointment details to assist and inform meeting attendees

NOTE: The RMS Enterprise application does not access emails, tasks, notes, etc.

Microsoft Exchange 2010 & 2013 Server Requirements

e Microsoft Exchange 2010 SP3
e Microsoft Exchange 2013 SP1
e Microsoft Exchange 2016

Installation and Configuration Steps - Overview

1. Create Room Mailboxes: Each RMS Location must be associated with a Room Mailbox. See
Creating Room Mailboxes on page 7 for details.

2.  Createa new Room List Distribution Group: A Room List Distribution Group containing the Room Mailboxes that will be visible to RMS
must be created on the server.

e Each Room List Distribution Group can contain up to 100 entries.
e Multiple Room Distribution Lists can be created as needed to manage more than 100 room mailboxes. See
Creating Room Lists (Distribution Groups) on page 9 for details.
3. Install and configure the RMS Enterprise Scheduling Interface for Exchange: Refer to Scheduling Interface for Exchange - Installation
and Configuration on page 11.

4. Install the RMS Scheduling Interface (if necessary): In order to add the Scheduling Interface (required to use any external scheduling
interface) to your RMS Enterprise system, it is necessary to upgrade your RMS Entitlement with a Scheduling License. The Scheduling
License enables support for various scheduling interfaces for RMSEnterprise.

See Adding the Scheduling Interface to RMS Enterprise section on page 10 for details.

5.  Configure the RMS Service account: In order for RMS Locations to synchronize with the Room Mailboxes, the RMS Enterprise Scheduling
Interface for Exchange must add, modify, and cancel appointments using a domain account.

See Conf iguring the RMS Service Account on page 19 for details.
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Updating the RMS-SCH-EWS
To upgrade from a previous version of RMS-SCH-EWS, follow the instructions for installing the current version (see the Installing the RMS
Enterprise Scheduling Interface for Exchange section on page 12).

NOTE: The RMS-SCH-EWS installation process removes the previous version before installing the new version.
Upgrading Legacy RMS Exchange Scheduling Plugin to RMS-SCH-EWS

Toupgrade to RMS-SCH-EWS from the original RMS Exchange Scheduling Plugin, it is necessary to uninstall both the plugin and the troller. Refer to
page 22 for details.

NOTE: After installing the update, it is necessary to re-configure access to Exchange Room Mailboxes for the RMS Service account. Refer to the Conf
iguring the RMS Service Account on page 19 for details.
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Creating Room Mailboxes

Overview
Exchange 2010, 2013, 2016 and Office 365 use Room Mailboxes to manage meeting room schedules. Each RMS Location (Resource) that will
synchronize with RMS Enterprise must be represented by a Room Mailbox.

NOTE: Appropriate administrator access is required to perform these tasks.

Creating a New Room Mailbox: Exchange 2010

1.  Onthe Exchange 2010 server, select Microsoft Exchange Server 2010 > Exchange Management Console to launchthe
Exchange Management Console utility.
2. Under Recipient Configuration, right-click on Mailbox and select New Mailbox from the context menu. This selection opens the
New Mailbox - Introduction dialog.
3. Select Room Mailbox, and click Next to proceed to the New Mailbox - User Type dialog.
4.  Select either New User or Existing users:
e New User - select this option to create a new user.
e Existing users - select this option to assign an existing user that is not currently associated with an Exchange 2010 Mailbox.
5. Click Next to proceed to the New Mailbox - User Information dialog.
Fill in the user information fields in this dialog and click Next to proceed to the New Mailbox - Mailbox Settings dialog.
The default settings in this dialog are sufficient - click Next to proceed to the New Mailbox New Mailbox (Confirmation Summary)
dialog.
e Use this dialog to review the information entered.
e To copy the summary information presented in this dialog, click CTRL+C.
8.  Click New to create the new Mailbox, and proceed to the New Mailbox - Completion dialog.
9.  Click Finish.
® Repeat this process for each RMS Location that will synchronize with RMS.
® Once a Room Mailbox has been defined for each RMS Location, all mailboxes must be added to a Room Distribution List Group (see
Creating Room Lists (Distribution Groups) on page 9).
Additional Documentation

For more detailed information on creating a room mailbox, creating a room list and changing room mailbox properties in Exchange 2010, refer
to the Microsoft® article "Managing Resource Mailboxes and Scheduling":

http://technet.microsoft.com/en-us/library/bb124374(v=EXCHG.141).aspx
Note that this article also provides instructions on using the Exchange Management Shell to create room mailboxes and room lists.

Creating a New Room Mailbox: Exchange 2013 and Exchange 2016

1.  Login to the Exchange Admin Center (EAC):
https://<ip address of Exchange server>/ecp
-or-

https://<host name of Exchange server>/ecp
a. Provide your credentials to log into Exchange.
b. The Exchange Admin Center opens in your browser window.

2. Under Recipients, select Resources.
3. Inthe Resources page toolbar, click the Add (+) button then select Room mailbox to open the New Room Mailbox dialog.
4.  Fill'in the fields, and click Save to create the new mailbox and close the New Room Mailboxdialog.
NOTE: The only required f ields in this dialog are Room name and Email address.
The new room should now be included in the list of Resources (on the Resources page).

5. Select the new mailbox and click Edit to open the Room Mailbox dialog. Use the options in this dialog to configure the new room
mailbox.

Select Booking Delegates.

Under Booking requests, verify that Accept or decline booking automatically is selected (the defaultsetting).
Click Save to save changes and close the New Room Mailbox dialog.

® Repeat this process for each RMS Location that will synchronize with RMS.

e Once a Room Mailbox has been defined for each RMS Location, all mailboxes must be added to a Room Distribution List Group (see
Creating Room Lists (Distribution Groups) on page 9).
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Additional Documentation

For more detailed information on creating a room mailbox, creating a room list and changing room mailbox properties in Exchange 2013/2016,
refer to the Microsoft” article "Create and manage room mailboxes":

http://technet.microsoft.com/en-us/library/jji215781%28v=exchg.150%29.aspx
Note that this article also provides instructions on using the Exchange Management Shell to create room mailboxes and room lists.

Creating a New Room Mailbox: Office 365

1. Login to the Exchange Admin Center (EAC):
https://outlook.off ice365.com/ecp/
a.  Provide your credentials to log into Office 365.
b. The Exchange Admin Center opens in your browser window.

2. Under Recipients, select Resources.
3. Inthe Resources page toolbar, click the Add (+) button to open the New Room Mailbox dialog.
4.  Fill'in the fields, and click Save to create the new mailbox and close the New Room Mailboxdialog.
NOTE: The only required f ields in this dialog are Room name and Email address.
The new room should now be included in the list of Resources (on the Resources page).

5.  Select the new mailbox and click Edit to open the Room Mailbox dialog. Use the options in this dialog to configure the new room
mailbox.

Select Booking Delegates.

Under Booking requests, verify that Accept or decline booking automatically is selected (the defaultsetting).
Click Save to save changes and close the New Room Mailbox dialog.

® Repeat this process for each RMS Location that will synchronize with RMS.

® Once a Room Mailbox has been defined for each RMS Location, all mailboxes must be added to a Room Distribution List Group (see
Creating Room Lists (Distribution Groups) on page 9).

Additional Documentation

For more detailed information on creating a room mailbox, creating a room list and changing room mailbox properties in Office 365, refer to the
Microsoft” article "Create and manage room mailboxes":

http://technet.microsoft.com/en-us/library/jji215781%28v=exchg.150%29.aspx
Note that this article also provides instructions on using the Exchange Management Shell to create room mailboxes and room lists.
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Creating Room Lists (Distribution Groups)

Overview

AllRoom Mailboxes or Resources to be synchronized with the RMS Enterprise Scheduling Interface for Exchange must be a member of a Room List
Distribution Group. Each Room List Distribution Group can contain up to 100 entries; multiple Room Distribution Lists can be created as needed
to manage more than 100 room mailboxes.

Resources that are not a member of a Room List Distribution Group will not be visible to the Scheduling Interface.

NOTE: Appropriate administrator access is required to perform these tasks.

Creating Room List Distribution Groups: Exchange 2010
The following Microsoft” articles provide detailed information on creating Room List Distribution Groups on the Exchange 2010 server - click links
below to open:
e "Create a Room List Distribution Group"
(http://technet.microsoft.com/en-us/library/ee633471%28v=exchg.141%29.aspx)
e "Add a Member to a Distribution Group"
(http://technet.microsoft.com/en-us/library/aa995970%28v=exchg.141%29.aspx)

Creating Room Lists: Exchange 2013

The following Microsoft” article includes detailed information on creating Room Lists (which are specially marked distribution groups) on the
Exchange 2013 server - click link below to open:

e '"Create and manage room mailboxes"
(http://technet.microsoft.com/en-us/library/ji215781%28v=exchg.150%29.aspx)

Creating Room Lists: Exchange 2016

The following Microsoft® article includes detailed information on creating Room Lists (which are specially marked distribution groups) on the
Exchange 2016 server - click link below to open:

e "Create and manage room mailboxes"
(https://technet.microsoft.com/en-us/library/jj215781(v=exchg.160).aspx)

Creating Room Lists: Office 365
The following Microsoft® article includes detailed information on creating Room Lists (which are specially marked distribution groups) on the Office
365 server - click link below to open:

e "Create and manage room mailboxes"
(http://technet.microsoft.com/en-us/library/ji215781%28v=exchg.150%29.aspx)
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Adding the Scheduling Interface to RMS Enterprise

Overview
In order to add the Scheduling Interface (required to use any Scheduling Interface) to your RMS Enterprise system, it is necessary to upgrade
your RMS Entitlement with a Scheduling License. The Scheduling License enables support for various Scheduling Interfaces for RMS Enterprise.

This section describes upgrading your RMS Entitlement with a Scheduling License. The Scheduling License enables support for various
Scheduling Interfaces for RMS Enterprise.

NOTE: To ensure optimal performance of the RMS Enterprise Ul, the RMS Scheduling Interface application should not be installed on the Primary
RMS Enterprise Server. Install the RMS Scheduling Interface application on a separate server.

Verify that the server that will run the RMS Enterprise Scheduling Interface meets or exceeds the minimum OS and hardware requirements
indicated below.

Scheduling Server Recommendations

Verify that each server that will run the RMS Enterprise Scheduling Interface meets or exceeds the following minimum recommendations (check
the appropriate boxes below):

Scheduling Server Hardware Recommendations

Does your Scheduling server meet the following Minimum Hardware Recommendations? Yes No
* Processor Dual core Intel Xeon processor @ 2.67GHz (or equivalent)
¢ Memory 4GB
e Display 1280 x 1024 resolution
e Hard Disk 1 GB available space for RMS Enterprise Scheduling application files.
Yes to all Please continue to the next step.
No to any You must obtain a server that meets these minimum requirements to install RMS Enterprise.

For installations with more than 50 locations that use the Scheduling Interface, a separate server from the RMS Application is required.

Scheduling Interface Operating System

Do you have a compatible server OS installed? Yes No

Supported Microsoft Server Operating Systems:
¢ Microsoft Windows Server 2012 R2 (64-bit)
¢ Microsoft Windows Server 2008 R2 (64-bit): Web Edition / Standard Edition / Enterprise Edition

Yes Please continue to the next step.
No You must obtain a compatible server OS to install RMS.
Do you have an administrative account to the server where RMS will be installed? Yes No

Note: RMS is a system level application and requires administrative access to install and configure RMS, including the
Scheduling Interface and Scheduling Configuration Tool.

Yes Please continue to the next step.

You must obtain an administrative logon account, or logon to the server with a user account that has administrative

No
access to the server.

Before You Start

e Verify that the Primary RMS Server is running.
e Have the IP Address and login credentials for the RMS Enterprise Server.
e Have the IP Address and login credentials for the schedulinginterface.
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Scheduling Interface for Exchange - Installation and
Configuration

Overview

To use the RMS Enterprise Scheduling Interface for Exchange, it must first be registered. Only a single Scheduling Interface should be
registered at one time. The RMS Enterprise Scheduling Interface for Exchange communicates with a single Exchange (2010, 2013) or Office
365 server.

NOTE: RMS Enterprise must be configured to use External Scheduling Systems in order for the RMS Scheduling Configuration tool to work.
See the Adding the Scheduling Interface to RMS Enterprise section on page 10.

Preparing to Install the Scheduling Interface for Exchange

When the RMS Enterprise Scheduling Interface for Exchange installation is launched, the program will indicate if required software is not
detected:

o If a previous version of the Scheduling Interface for Exchange is installed on the PC, it must be uninstalled before installing the

current version.
o When the previous version of the Scheduling Interface is uninstalled, all room mapping and scheduling data will be lost. All
rooms will have to be re-mapped in the updated Scheduling Interface for Exchange.

NOTE:
RMS-SCH-EWS 1.0.41 and later comes with bundled JRE(Java-11.0.4) and doesn't require Java to be installed separately.

Below steps should be followed to upgrade from earlier version to current RMS-SCH-EWS(1.0.41):

1. Upgrade without uninstalling existing version of RMS-SCH-EWS:
a. Download and install RMS-SCH-EWS(1.0.41).
b. Uninstall Java if not required.

2. Upgrade with uninstallation of existing version of RMS-SCH-EWS:
a. Uninstall existing version of RMS-SCH-EWS.
b. Uninstall Java if not required.
c. Download and install RMS-SCH-EWS(1.0.41)

3. In-case user uninstall Java (without uninstalling existing version of RMS-SCH-EWS), and then
Downloads and install RMS-SCH-EWS(1.0.41), installed RMS-SCH-EWS won't work.
4. To recover, user must uninstall existing RMS-SCH-EWS and then install RMS-SCH-EWS(1.0.41) again.
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Installing the RMS Enterprise Scheduling Interface for Exchange

When all perquisite software has been installed (and any previous version of the Scheduling Interface has been uninstalled), the new RMS
Enterprise Scheduling Interface for Exchange can be installed:

1.  Launch the Setup Wizard (installation file): RMSExchangeEWSPlugin.exe.

2. The first dialog to display is the Welcome screen(FIG. 3):

@ RMS Enterprise Scheduling Interface for Exchange 1.1.4 x

ABIE>e  Welcome to the RMS
[ 7 o N
- Enterprise Scheduling
Interface for Exchange Setup
Wizard

Oick the Finksh® bution to exit the Setup Wzard.

FIG. 3 Welcome to the RMS Enterprise Scheduling Interface for Exchange Setup Wizard dialog

3. Click Next to proceed to the End-User License Agreement (FIG. 4):

@ RMS Enterprise Scheduling Interface for Exchange 114

X
[nd User License Agreement A.w

Plose read the following licerse agreement Carefully

End-User License Agreement

IMPORTANT-READ CAREFULLY: This End-User License Agreement (this
"EULA") is 2 legal agreement between you (either an individual or 2
single entity) and AMX, LLC ("AMX") for AMX's software, including (if
any) all updates, upgrades, enhancements, error corrections, and bug
foes that supplement or replace such software and that are not
distributed or made available with a separate license (collectivel
“Software”), YOU AGREE WITH THE TERMS OF. AND TO BE BOUND BY, ™

© ] pcoept the terms In the License Agreement

1 90 not accept the terms In the License Agreement

o

FIG. 4 End-User License Agreement dialog

4.  Click I accept the terms in the License Agreement then click Next to proceed to the Select Installation Folder dialog (FIG. 5):

@ RMS Enterprise Scheduling Interface for Exchange 1.1.4 = X
Select Installation Folder

Aaes
This Is the folder where RMS Enterprise Scheduling Interface for Al [V o N
Exchange will be installed.

To Install in this folder, dick "Next". To install to a different folder, enter it below or dick
“Browse".

[Eolder:

es\AMX\Resource Management Suite\

Browse...

<Bck | Net> | Cancel

FIG. 5 Select Installation Folder dialog
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5. Click Next to proceed to the Ready to Install dialog (FIG. 6):

@ RMS Enterprise Scheduling Interface for Exchange 1.1.4 X
Ready to Install
AR
The Setup Wizard is ready to begin the RMS Enterprise Scheduling wy LN

Interface for Exchange installation.

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel® to exit the wizard.

TN

FIG. 6 Ready to Install dialog

6.  Click Install to start the installation (FIG. 7):

& RMS Enterprise Scheduling Interface for Exchange 1.1.4 X
Installing RMS Ent Scheduling Interface for Exchai | =) —
" crprise " noe - LA

Please wait while the Setup Wizard installs RMS Enterprise Scheduling Interface for
Exchange. This may take several minutes.

Status: Creating shortcuts

FIG. 7 Installing (status) dialog

7. Inthe final Setup Wizard dialog, click Finish to exit the Setup Wizard and launch the RMS Scheduling Configuration tool (FIG. 8). The
RMS Enterprise Scheduling Configuration tool is described in the following section.

& RMS Enterprise Scheduling Interface for Exchange 1.1.4 X

BPEOY  Welcome to the RMS
Enterprise Scheduling
Interface for Exchange Setup

Wizard

The Setup Wizard will install RMS Enterprise Scheduling
Interface for Exchange on your computer. Click "Next" to
continue or "Cancel” to exit the Setup Wizard.

-

FIG. 8 RMS Enterprise Scheduling Interface for Exchange - Installation Completed

NOTE: Refer to Upgrading From the Legacy RMS Exchange EWS Scheduling Plugin to RMS-SCH-EWS section on page 22 for instructions
on uninstalling and upgrading to RMS-SCH-EWS from previous versions of the scheduling interface plugin.
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‘ & AMX-RMS Scheduling Configuration for Exchange - (u] X

| AraT RMS Scheduling Configuration

’ RMS Server | Exchange Settings

|
|

Configure RMS Server URL and authentication credentials. Please save any changes before switching tabs.

Scheduling Interface for Exchange -Installation and Configuration

Configuring the Scheduling Interface

Once the Scheduling Interface for Exchange has been installed, it must be registered and configured to communicate with RMS Enterprise, via the
AMX-RMS Scheduling Configuration for Exchange tool.

Click Finish in the final Setup Wizard dialog to launch the AMX-RMS Scheduling Configuration for Exchange tool. The Scheduling Configuration
tool Ul consists of four tabs: RMS Server, Exchange Settings, Synchronization Options and Resource Profiles. Each tab is described in the following
sections:

RMS Scheduling Configuration - RMS Server tab

The initial view of the RMS Scheduling Configuration tool is the RMS Server tab. Use the options in this tab to enter connection information
for the RMS Enterprise server (FIG. 9):

@ 2)X-RMS Scheduling Configuration for Exchange =) X

ArZ RMS Scheduling Configuration

Current Authentication: Not Configured

Certfcate = only required @ the RMS Server uses » seif-zgned certficate Load Certificate

Pasvword csssnnee

FIG. 9 AMX-RMS Scheduling Configuration for Exchange tool - RMS Server tab

In the RMS Server URL field, enter the URL or IP address of the RMS Server that will use this schedulinginterface.

If the RMS Server uses a self-signed certificate, click Load Certificate to locate and select the appropriate certificate, via the

Select RMS Server Self Signed Certificate dialog.

In the User Name field, enter the user name required by the server (default ="scheduler").

In the Password field, enter the password required by the server (default ="password").

Click Test Connection to verify the information entered. The program will indicate whether the connection was successful (see FIG. 9).
If the connection attempt fails, re-enter the RMS Server information and try again.

NOTE: You cannot proceed until you have successfully connected to the RMS Server. The "Save RMS Server Settings" button is enabled only
after a successful connection test.

Click Save RMS Server Setting to save these settings and register the Scheduling Interface with the RMS Server.
Once the dialog indicates that the RMS Server Settings were saved, the Exchange Settings tab are enabled (FIG. 10)

Current Authentication: Not Configured

RMS Server URL: http://10.35.88.2/rms
Certificate is only required if the RMS Server uses a self-signed certificate Load Certificate ..
User Name: scheduler
Password: esscsese

Test Connection

RMS Server settings are successfully saved

FIG. 10 AMX-RMS Scheduling Configuration for Exchange tool - RMS Server tab — Exchange Settings tab enabled
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RMS Scheduling Configuration - Exchange Settings tab — Basic Authentication

Use the options in the Exchange Settings tab to configure RMS access to Exchange by entering the URL for Exchange Web Services and specify
the authentication method and credentials for the RMS Service account (FIG. 11):

& AVCRMS Scheduting Configuration for Exchange 0 X
< RMS Scheduling Configuration
—_ Current Authentication: Basic

RMS Server | Exchange Settings | Synchronization Options = Resource Profiles

nfigure RMS access 1o Exchange by enterng the US

redentals for the RMS Service account

the Exchange Server uses 3 self-signed certificate Load Certficate

Test Connection

FIG. 11 AMX-RMS Scheduling Configuration for Exchange tool - Exchange Settings tab

1.

2.
3.

For Basic Authentication, ensure the Basic Authentication radio button is selected.

In the Web Service URL field, enter the URL for the Web Service on the Exchange (or Office365) server (see FIG.11).

If the Exchange (or Office365) server uses a self-signed certificate, click Load Certificate to locate and select the appropriate certificate (via
the Select Exchange Self Signed Certificate dialog). Double-click on a certificate to view details.

Under RMS Service Account Authentication Method, select the authentication method to employ (Directory account using Windows
login or Exchange certificate-based authentication):

e Select Directory Account using Windows login (the default setting) to use Windows login credentials to authenticate the RMS Service
Account.

NOTE: This is the account that will query, create and modify bookings via the touch panel. This account must have full permissions
(Exchange 2010/2013) or be a delegate for all resources (Office 365). See Configuring the RMS Service Account section on page 19 for
details.

With this option selected, the following entries are required:
e Login ID: Enter a valid login ID associated with the Exchange server.
e Password: Enter the password associated with the login ID entered above.
o Domain: Enter the domain for the Exchange server.

e Select Exchange certificate-based authentication to use a client certificate to authenticate the RMS Service Account. Click Load Client
Certificate to locate and select the appropriate client certificate (via the Select Exchange Client Certificate dialog. Double-click on a
certificate to view details.

Click Test Connection to test these settings. The program will indicate whether the connection was successful (see FIG. 9 on page 14). If
the connection attempt fails, re-enter the server information and tryagain.

NOTE: You cannot proceed until you have successfully connected to the RMS Server.

Click Save Exchange Settings. Once the dialog indicates that the Exchange Settings were saved, proceed to the
Synchronization Options tab.

NOTE: The current saved Exchange authentication method (Basic vs Modern) is indicated in the upper right-hand side of the AMX-RMS
Scheduling Configuration for Exchange. Changing the radio button selection to Basic or Modern does not commit the change, only the
Save Exchange Settings button does this.
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15




Scheduling Interface for Exchange -Installation and Configuration

RMS Scheduling Configuration - Exchange Settings tab — Modern Authentication

Use the options in the Exchange Settings tab to configure RMS access to Exchange by entering the URL for Exchange Web Services and specify
the authentication method and credentials for the RMS Service account (FIG. 12):

& AMX-RMS Scheduling Configuration for Exchange — O X
N RMS Scheduling Configuration
Current Authentication: Modern

RMS Server | Exchange Settings | Synchronization Options = Resource Profiles

Basic Authentication ® Modern Authentication

Configure the authentication method to be use by the RMS Service for Modern Authentication.

Application Info (Registration must be completed first)

Tenant ID:

Client ID:

® Client Secret: eeececsccccsccsccscscccsccccce

Client Certificate

Test Connection

FIG. 12 AMX-RMS Scheduling Configuration for Exchange tool - Exchange Settings tab — Modern Authentication

1.

2.
3.

For Modern Authentication, ensure the Modern Authentication radio button is selected.

Enter the Azure settings for your Office 365 account. Tenant ID and Client ID are required for either authentication method. (see FIG.12).
For Modern Authentication, there is a choice of two types of credentials for authorization: Client Secret and Client Certificate.
a.  ForClient Secret, select the radio button and enter the Client Secret text
b.  For Client Certificate, select the radio button, then:
i. Hit Load Client Certificate to upload the Azure-generated certificate
ii. Enter the password for the Azure-generated certificate

Click Test Connection to test these settings. The program will indicate whether the connection was successful (see FIG. 9 on page 14). If
the connection attempt fails, re-enter the server information and tryagain.

NOTE: You cannot proceed until you have successfully connected to the RMS Server.

Click Save Exchange Settings. Once the dialog indicates that the Exchange Settings were saved, proceed to the
Synchronization Options tab.

NOTE: The current saved Exchange authentication method (Basic vs Modern) is indicated in the upper right-hand side of the AMX-RMS
Scheduling Configuration for Exchange. Changing the radio button selection to Basic or Modern does not commit the change, only the
Save Exchange Settings button does this.
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RMS Scheduling Configuration - Synchronization Options tab

Many systems perform nightly backups or system related processing where the server may not be available or should not be accessed. The
blackout option prevents the RMS application from accessing the server during these times. During this blackout period, The RMS application
will not attempt to establish a connection to any Exchange server.

NOTE: By default, RMS Enterprise synchronizes with the Exchange server every 15 minutes.

Use the options in the Synchronization Options tab to configure a blackout period and set polling and synchronization settings (FIG. 13):

& AMX-RMS Scheduling Configuration for Exchange - C
) hase RMS Scheduling Confic
Current Authentic

RMS Server | Exchange Settings | Synchronization Options | Resource Profiles

Two types of synchronization are supported in RMS Exchange Interface. Please choose one.

@ Traditional Polling (Default)

The Scheduling Provider may not be accessible during regularly scheduled maintenance task. The blackout period preve
RMS from connecting to the Scheduling Provider during this time window.

v/| Enable Blackout Period

Start Blackout Period: = 2 ~ | 00 - AM -

) (2 hours blackout window )
End Blackout Period: | 4 v |1 00 v AM ~

Calculation 2 of the Blackout Period is based upon a time zone:
@) Use RMS Server Time Zone (Seychelles Time)
Use Local Time Zone (India Standard Time)
Delay between synchronization cycles: = 15 minutes

(Default is 15 minutes, less than 1 minute is not allowed)

Streaming Notifications - Notifications that are sent by the Exchange server through a connection that remains open.

FIG. 13 AMX-RMS Scheduling Configuration for Exchange tool - Synchronization Options tab

Select one of the two synchronization options supported in the RMS Exchange interface (Traditional Polling or Streaming
Notifications).
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Traditional Polling

NOTE: To use the Traditional Polling method (for both Exchange and Office365), each Location that will managed by the Scheduling Interface
can use either Full Access, Delegation or Impersonation for access rights.
If Traditional Polling is selected (the default setting), the following information is required:

e Enable Blackout Period: Select to enable the Start / End Blackout Period fields. This option is enabled by default and is
recommended. Use these fields to specify the start and end times for the Blackout Period to accommodate your specific
environment.

Start Blackout Period default setting = 2:00 AM (click the Hours, Minutes and AM/PM menus to adjust)
End Blackout Period default setting = 4:00 AM (click the Hours, Minutes and AM/PM menus to adjust)

e Calculation 2 of the Blackout Period is based upon a time zone: Use these options to specify whether to use the RMS Server Time
Zone (default setting) or to Use Local Time Zone (Central Standard Time) as the basis for the blackout period.

NOTE: The Scheduling Provider may not be accessible during regularly scheduled maintenance tasks. The blackout period prevents
RMS from connecting to the Scheduling Provider during this time window.

e Delay between synchronization cycles: Use this option to adjust the synchronization cycles delay (in minutes).
Streaming Notifications

NOTE: To use the Streaming Notifications method (for Basic Authentication with Exchange), each Location that will managed by the
Scheduling Interface must use Impersonation for access rights.

If Streaming Notifications is selected, notifications sent by the server are sent through an open connection, as the notifications are generated.

When this option is selected, the program checks to verify that the target Exchange server supports streaming notification.

e Ifitis determined that the Exchange server does not support streaming notification, a message is presented to indicate that the sync
selection has automatically been reverted to Traditional Polling. In this case, use the Enable Blackout Period and Calculation 2 of the
Blackout Period... options as described above.

e [fthe Exchange server does support streaming notification, a message is presented and the Save Sync Option Setup button is enabled
(FIG. 14):

@ Streaming Notifications - Notifications that are sent by the Exchange server through a connection that remains open.

Checking whether the Exchange Server supports streaming notification...this process may take a while, pleasa wait...

O Streaming Notifications - Notifications that are sent by the Exchange server through a connection that remains open.

(trE Exchange Server does not support streaming notfication. The sync selection is reverted back to the traditional pollmg.)

@ Streaming Notifications - Notifications that are sent by the Exchange server through a connection that remains open,

(Y:‘:s, the Exchange Server supports streaming notiﬂcation.)

Save Sync Option Settings

FIG. 14 Synchronization Options tab - checking Exchange server for Streaming Notification support

NOTE: Streaming Notifications method for Modern Authentication with Office365 is not currently supported
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RMS Scheduling Configuration - Resource Profiles tab

RMS Enterprise will retrieve resource profiles (for all Locations on the RMS Server) for the currently registered Exchange server. Use the
Resource Profiles tab to specify which Locations (Resources) will use the RMS Enterprise Scheduling Interface for Exchange.

NOTE: This tab is initially empty until the application automatically loads the room list from the Exchange server.

In a few seconds, the Resource Name column is populated with a listing of Locations from the Exchange Server (FIG. 15):

NOTE: /n some circumstances, a delay of up to 24 hours can occur before newly added rooms will populate in the Resources Tab. This is
an issue with the Microsoft Graph APl and the returned data from a query of the associated rooms.

& AMX-RMS Scheculing Contiguration for Exchange J X

ABans RMS Scheduling Configuration
- LN P

Current Authentication: Modern
RMS Server Exchange Settings Synchronization Options | Resource Profiles |

RMS Enterprise will retriave resource profiles for the currently registered external scheduling server. Double click the Resource Name' field to change the
name. Select the resources and dlick the 'Enable Resources’ button  you want the selected resources to be used in RMS. The "Mapped' fiedd indicates
whether the resouce profile is already mapped to a location in RMS Server. Click to select all Locations in the

Resource Name column

Resource Name A d&ub&e In RMS Mapped
Qassroom Moscow

Cassroom Mountain

Cassroom Pacific

CQassroom Paris

Cassroom Perm

Cassroom Santiago
Checkmark indicates which
Locations will use the Scheduling
Classroom Singapore Interface

Cassroom Sao Paulo v4

A

Cassroom Sydney
Qassroom Tokyo
Cassroom Wellington
Conference Room 1

Conference Room 2

Re-Sync Scheduling Server Enable Resources Disable Resources

Saving resource profiles is completed successfully.

FIG. 15 RMS Scheduling Configuration - Resource Profiles tab

NOTE: Double-click the Resource Name field to edit Resource Names as desired.
1.  Select which of the Locations (Resources) will use the Scheduling Interface:
e Click to select a Location in the Resource Name column and select Enable Resources to use the Scheduling Interface with that Location.

e Shift + click two Locations in the list to select a range of Locations; Ctrl + click to manually select multiple Locations. The
Enable Resources and Disable Resources buttons work on the selected Locations.
e Click Enable In RMS to either select or de-select all Resources in the list.

NOTE: The Mapped column indicates which of the Locations (Resource Profiles) are currently mapped to a location on the RMS Server. For
information on mapping Resource Profiles to Locations on the RMS Server, refer to the Location to Resource Profile Mapping section on
page 20.

2.  Click Save. This will push the selected (checked) Resources to the RMS Server, where they become "Resource Profiles" in RMS.
3. Exit the RMS Scheduling Configuration application.

Updating the Resource Name list

Click Re-Sync Scheduling Server (Resource Profiles tab) to refresh the Resource Name list.

When the re-sync is complete, the Re-sync Resource Profiles dialog is displayed, indicating all rooms detected on the

Recurring Appointments in Exchange With "No End Date"

Recurring appointments in Exchange that have "No End Date" specified are limited to two years of occurrences synchronized into RMS. After the
two years elapses, no further bookings for that series will be synchronized into RMS.

NOTE: /t is recommended that recurring appointments either have a specific end date or a number of occurrences defined.
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Configuring the RMS Service Account

Ove

In order for RMS Locations to synchronize with Room Mailboxes (Exchange) or Resources (Office 365), the scheduling plug-in must add, modify,
and cancel appointments using a domain account with full access permissions. This domain account is referred to as the RMS Service Account.

The RMS Service Account must be configured on both the Scheduling Server (the PC running RMS Enterprise and Scheduling Plug- In), and the

rview

Exchange (2010, 2013 or 2016) or Office 365 Server.
Configuring the RMS Service Account on the Scheduling Server

1.  Onthe server that has the RMS Scheduler and Plug-In installed, open the Services Managementpage.

2. Right-click on the RMS Enterprise Legacy Troller service and select Properties to open the RMS Enterprise Troller Properties
dialog.
3. Click on the Log On tab.
Select This Account and enter the RMS Service Account user account information that will be used as the RMS Trolling Service.
The account information entered here must match the account information for the RMS Service Account.

5.  Click Apply to save changes, close this dialog and return to the main Services page.
At this point, the Log On As entry for RMS Enterprise Legacy Troller service should indicate the RMS Service Account that was defined in
the RMS Enterprise Troller Properties dialog.

Configuring the RMS Service Account on the Exchange
2010/2013/2016 or Office 365 Server

The RMS Service Account on the Exchange or Office 365 server must meet the following requirements:
e The account must have an associated Exchange Mailbox.

e The account must have rights to add, modify, and cancel/delete appointments in each Exchange Room Mailbox with which RMS will
synchronize. This may be accomplished via any of the following three methods:

a.
b.
c.

Delegate access to the mailbox.
Impersonate the mailbox owner using Exchange Impersonation.

Assign full-access permissions to the mailbox.
The following links provide access to Microsoft documentation regarding each of these methods for each supported server OS:

Exchange 2010

Set a Delegate on a Resource Mailbox:
http://technet.microsoft.com/en-us/library/bb124973(v=exchg.141).aspx

Exchange 2013,
2016, Office 365

Delegating Permissions:
http://technet.microsoft.com/en-us/library/jj215781%28v=exchg.150%29.aspx (go to Create
a room mailbox > Use the EAC to create a room mailbox)

Note: If you selected the option requiring that booking requests are sent to delegates, use this section to select delegates.
Toadd a delegate, click Add. On the Select Delegates page, select a user, click Add, and then click OK to return to the New

room mailbox page.
To remove a delegate, select the user and then click Remove.

Assigning Full-Access Permissions:
http://technet.microsoft.com/en-us/library/jj919240%28v=exchg.150%29.aspx

Limiting Impersonation to Mailboxes that will be Synchronized with RMS
By default Exchange Impersonation will allow the RMS account to access to every mailbox in the organization. For security purposes the

impersonation scope for the RMS account should be limited to the Exchange Room Mailboxes that will be synchronized with RMS. There are

numerous options for creating this management scope which are beyond the scope of this document.

e For information about Exchange management scopes see:_
http://technet.microsoft.com/en-us/library/dd335137.aspx

e Enabling Impersonation is explained in detail at:
http://msdn.microsoft.com/en-us/library/bb204095%28EXCHG.140%29.aspx
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Location to Resource Profile Mapping

Overview

Before an RMS Location can synchronize with Exchange, each Location must be associated with a Resource Profile:
1. Inthe RMS Web Ul, select Management > Configure Locations/Clients > Locations (FIG. 16):
Management. || Reports || Contiguration | Help.
Canfigure Locations/Clients  Assst Management
Client Gateways Assets
Control Macres
User & Notification Management
Users
Holes
Hotrfication Rules
FIG. 16 RMS Web Ul - Management > Configure Locations/Clients > Locations

2. This opens the main Location page. In the Locations window, select a Location name from the list and click Edit (FIG.17):

Locations
Add Belete Send Message To... Service Requesis
Location Kame - &  Classification Occupancy In Maintenance Group

FIG. 17 RMS Web Ul - Locations Page - Edit button

3. This opens the Location Edit page (Settings tab).
4. Under Scheduling Configuration, open the Resource Profile drop-down list to select a Resource Profile to map to this Location (FIG. 18):

Location R ovc o Lacaton wansgement

Se=ttings Metadata Service Requests

Mame  Panmsonic_Projector_R4_1_Ciert Ocoupancy ¢

-
v

Select a Resource Profile to map to
this Location. The list of Resource
Profiles in this drop-down menu is
bazed on the Resource Names
selected in the AME Scheduling

Description

URL to
Group | All Groups

Wial
Configuration application. Qpen
Owmer
Classificatio, [Fati 1
il il %) Scheduling Configuration
Locale | Pienze seiect aloceis Bl Resource Profile | Canf fm § =

FIG. 18 RMS Web Ul - Location Edit Page - Scheduling Configuration drop-down menu

NOTE: The list of Resource Profiles that are available to select in this menu is based on the Resource Names that were selected in the RMS
Scheduling Configuration application - Resource Profiles tab. Note that if any of the names were edited in the RMS Scheduling Configuration
application, the edited names are displayed here.

This will associate the location with the selected Resource Profile (i.e. the Exchange room mailbox).
5.  Click Apply to save changes.

As Resource Profiles are mapped to Locations, a green checkmark is added to the RMS Scheduling Configuration application - Resource Profiles
tab (Mapped column) to indicate which Locations have been mapped. For example, FIG. 19 on page 21 shows the RMS Scheduling Configuration
application, indicating that "ConfRm1" is mapped:
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- RM5 Scheduling Configuration

[

e LA RMS Scheduling Configuration
'AMS Server | Beheduling Fluging  Fesource Frofiles

RbAS Enterprize will retrieve resource profiles for the cusrently regiztered extemal schaduling zamear

Dauble chick the 'Hezource Mame' field to change the name. Check the 'Use in BMS' fisld if youw want this rezource to be used in
RbS. The ‘Mapped’ fisld indicatas whether the resouce profile iz already mapped to a location in AME Server:

Resource Mame {Exchange Server) ™ Use ln RME’ happed | =
Clazsroom Tokyo : |
Classroom We lington |
Canf R 1 |
ConfRm2 |

|

[

| |

&) |

| " |

Corf R 3 [ |
Canf Fm 4 |

CanfRm S |

Canf Bm & |

ConfRm 7 |

|

Canf Rm &
ConfRm 9
Feypad 1 |
Keypad 2 |

i e | e W W e e L o |

Re-8ync Scheduling Sarver | Save

FIG. 19 RMS Scheduling Configuration application (indicating "ConfRm1" mapped)
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Appendix

Upgrading From the Legacy RMS Exchange EWS Scheduling Plugin to RMS-
SCH-EWS

Toupgrade to RMS-SCH-EWS from any version of the legacy RMS Exchange EWS Scheduling Plugin, it is necessary to uninstall both the RMS
Exchange EWS Scheduling Plugin and the RMS Scheduling Troller via their respective uninstall programs

e For Windows 2008 R2 Servers, referto Uninstalling the EWS Scheduling Plugin: Windows 2008 R2 Servers (below).
e For Windows 2012 Servers, refer to the Uninstalling the EWS Scheduling Plugin: Windows Server 2012 section on page 26.

Uninstalling the EWS Scheduling Plugin: Windows 2008 R2 Servers
1) Unregister the Scheduling Plugin
1.  Select Start > All Programs > AMX Resource Management Suite > Scheduler > Scheduling Configuration (FIG. 20):

B8 Adobe Reader 1 —

& Google Chrome | »,.
22 Internet Explorer ’--)

12 windows Update —_—

Accessaries it
Administrative Taaols rniniskrator
AME Resource Management Suite

RMSPlugins

Documents

Computer

Scheduling Files
l@ Uninskall RMS Scheduling

Mebwork,

CCleaner
Control Panel

Defraggler

i Devices and Printers

Maintenance

Notepad++ Administrative Taols 2

Startup

Whlware Help and Suppart:
Run...

4 Back ‘Windows Security
| Search programs and files m Lag aff | (3

FIG. 20 Windows Server 2008 R2 - AMX Resource Management Suite > Scheduler > Scheduling Configuration

2. Inthe AMX - RMS Scheduling Configuration application, open the Scheduling Plugins tab (FIG. 21):

% AMX - RMS Scheduling Configuration

Aawsr

L RMS Scheduling Configuration
RMS Server Scheduling Pluging | Resource Profiles

R4S Enterprise will retrieve booking information from an external scheduling server. Only 1 scheduling interface
can be selected. To choose another one, vou need to de-select the existing scheduling interface first.

Registered | Scheduling Plugin | Provider |Version

uling Flugin LLE: 41150

ter

Register UnRegister Configure

About |

FIG. 21 Windows Server 2008 R2 - RMS Scheduling Configuration application (Scheduling Plugins tab)

3. Select the RMS Enterprise Exchange EWS Scheduling Plugin and click UnRegister.
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4.  The system will prompt you to verify this action - click Yes to proceed (FIG. 22):

The resource profiles and boakings in RMS Server that related to
this scheduling plugin are gaing to be remaved. Are you sure yau
want ko continue?

Yes | Mo I

FIG. 22 Windows Server 2008 R2 - Verify Unregister Plugin action

The RMS Enterprise Exchange EWS Scheduling Plugin is no longer registered, as indicated in the Scheduling Plugins tab (FIG. 23):
FIG. 23 Windows Server 2008 R2 - RMS Scheduling Configuration application (Scheduling Plugins tab, no Plugins registered)

a4 RMS Scheduling Configuration

R4S Server  Scheduling Fluging | Resource Profiles |

RIS Enterprise will retrieve booking information fram an external scheduling server. Only 1 scheduling interdace
cah be selected. To choose another one, you need to de-select the existing scheduling interface first.

Registered | Scheduling Plugin | Frovider |Version

uling Flugin

Register UnRegister Configure

About I

5.  Close the AMX - RMS Scheduling Configurationapplication.
2) Uninstall the RMS Exchange EWS Plugin
1.  Select Start > All Programs > AMX Resource Management Suite > Uninstall RMS Exchange EWS Plug-In (FIG. 24):

Y Adobe Reader —

Google Chrome ‘ »,.
(22 Inkernet Explorer '-.)
o

* windows Update —_—

Accessoties

Administrak
Administrative Tools rinistratar

AM Resource Management Suite

Docurnents
RMSPlugins
. RIMS Exchange EWS Plug-In
. Computer
|| RM5 Exchange EWS Plug-In Guide
Metwark,

e 1
Scheduler Uininstall RMS Exchange EWS Plug-In ol panel
CCleaner Uninstall RMS Exchange EWS Plug-In
Defraggler Devices and Prirkers
Maintenance
Motepad++ Administrative Tools 3
Skartup
Wiware Help and Support
Rur...
4 Back Windows Security

| Search programs and files @I Log aff | DI

FIG. 24 (Windows Server 2008 R2 - Uninstall RMS Exchange EWS Plug-In

2. This launches the Perform Uninstall dialog - press Finish (FIG. 25):
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Installation

Perform Uninstall

‘'ou are now ready ta uningtall the Installation from your system.

Click the Finish button to perform the uninstall. Click the Back button to change any of the uningtall
optionz. Click the Cancel buttan ta exit the uninstall

wize Installation \Wizard®

< Back I Finizh I Cancel

FIG. 25 Windows Server 2008 R2 - Perform Uninstall dialog

3. The system will prompt you to reboot the server to complete the installation (FIG.26):

Uninstall E

This uninstall must rebook your computer to replacedelete files that were
in-use. Press the OK hutton to reboot your computer.

0K I Cancel |

FIG. 26 Windows Server 2008 R2 - Uninstall (reboot) dialog

4.  Click OK to reboot the server.

3) Uninstall the Troller
1.  Select Start > All Programs > AMX Resource Management Suite > Uninstall RMS Scheduling (FIG. 27):

B Adobe Readsr ¥ —
& Google Chrome j

m -

Internet Explarer b

£ Windows Update

e

ACcessories iy
Administrative Tools L
AMY Resource Management Suite
: Diocuments
RMSPlugins
{empty}
Computer
Scheduler E
& scheduling Configuration Netiwark

Scheduling Files

Contral Panel
CCleaner

Defraggler Devices and Printers
Maintenance :

Hotepad-++ Administrative Todls — »
Startup
YMware Help and Support
RuM...
4 Back ‘Windaws Security

5 Log off >|

FIG. 27 (Windows Server 2008 R2 - Uninstall RMS Scheduling

| Search programs and files

2. The Windows Installer dialog prompts you to verify this action - click Yes to proceed (FIG. 28):

dows Installer [ <]

Are you sure pou want to uningtall this product?

Yes Mo

FIG. 28 Windows Server 2008 R2 - Windows Installer
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4) Clear Troller Error(s) from the RMS Enterprise Hotlist
1.  Open RMS Enterprise to the Classic Ul view and look for troller process errors in the Hotlist (FIG.29):

Appendix

j :@ 'Col_ul:'ljh_s r

FIG. 29 RMS Enterprise (Classic Ul) - Hotlist indicating Troller error

2. Select the troller process error(s) and click the Dismiss button to dismiss the selected Hotlistitems.
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Uninstalling the EWS Scheduling Plugin: Windows Server 2012

1) Unregister the Scheduling Plugin
1.  From the Apps page, locate the AMX Resource Management Suite category (FIG. 35):

RMS Exchange EWS Plug-In Guide

RMS.ExchangeEWS Plugin Read...

Scheduling Configuration

Scheduling Files

Uninstall RMS Exchange EWS PI...

Uninstall RMS Scheduling

FIG. 30 Windows Server 2012 Apps page - AMX Resource Management Suite apps category
2. Click Scheduling Configuration (FIG. 31):

s Scheduling Configuration

FIG. 31 Windows Server 2012 - Scheduling Configuration

3. Inthe AMX - RMS Scheduling Configuration application, open the Scheduling Plugins tab (FIG. 32):
| ¥ A

- LW RMS Scheduling Configuration

PMS Server Scheduling Plugins | Resource Profiles |

Ri45 Enterprise will retrieve booking information from an external scheduling server. Only 1 scheduling interface
can be selected. To choose another one. vou need to de-zelect the existing scheduling interface first.

Registered | Scheduling Plugin | Provider | Version
N nterpti n iling Plugin C. 14.1.15.0

Fegister UnRegister Configure

Shout |

FIG. 32 RMS Scheduling Configuration application (Scheduling Plugins tab)
4.  Select the RMS Enterprise Exchange EWS Scheduling Plugin and click UnRegister.
5.  The system will prompt you to verify this action - click Yes to proceed (FIG. 33):

UnRegister Plugin?

& The resource profiles and bookings in RMS Server that related ko
| this scheduling plugin are going to be remaved. Are you sure you
— wank to continue?

FIG. 33 Verify Unregister Plugin action
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The RMS Enterprise Exchange EWS Scheduling Plugin is no longer registered, as indicated in the Scheduling Plugins tab (FIG. 23):

FIG. 34 RMS Scheduling Configuration application (Scheduling Plugins tab, no Plugins registered)

> RMS Scheduling Configuration

RhS Server  Scheduling Flugins | Resource Profiles I

RhAS Enterprize will retrieve boaking infarmation fram an external scheduling server. Only 1 scheduling interface
can be selected. Ta choose anather one, ¥ou need to de-selectthe existing scheduling interface first

Registered | Scheduling Plugin | Provider | Wersion

uling Plugin 2 141150

Register UnRegister Configure

About |

6.  Close the AMX - RMS Scheduling Configurationapplication.

2) Uninstall the RMS Exchange EWS Plugin
1.  From the Apps page, locate the AMX Resource Management Suite category (FIG. 35):

RMS Exchange EWS Plug-In Guide
RMS.ExchangeEWS.Plugin Read. .
Scheduling Configuration
Scheduling Files

Uninstall RMS Exchange EWS PIL.

iﬁlzll: Uninstall RMS Scheduling

FIG. 35 Windows Server 2012 Apps page - AMX Resource Management Suite apps category
2. Click Uninstall RMS Exchange EWS Plug-in (FIG. 36):

Uninstall

FIG. 36 Windows Server 2012 - Uninstall RMS Exchange EWS Plugin

3. The system will prompt you to verify this action (FIG. 37):

Windows Installer X

Al you sure you wank to uninstall this product?

| res | | Mo

FIG. 37 Windows Server 2012 - Windows Installer

4.  Click Yes to proceed.
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3) Uninstall the Troller
1.  Inthe AMX Resource Management Suite apps category, click Uninstall RMS Scheduling (FIG. 38):

FIG. 38 Windows Server 2012 - Uninstall RMS Scheduling

2. The system will prompt you to verify this action (FIG. 39):

Windows Installer X

Al you sure you wank to uninstall this product?

| Yes | | Mo

FIG. 39 Windows Server 2012 - Windows Installer

3.  Click Yes to proceed.
4) Clear Troller Error(s) from the RMS Enterprise Hotlist

1.  Open RMS Enterprise to the Classic Ul view and look for troller process errors in the Hotlist (FIG.40):

Hotlist -
8 o ¥Noll® i | Golumns | |
Status Occurrence 1 ¥ Clagsification Location Asset Summary =;|
[y : The troller process "WANZKBRZENT", running at'10.35.22.65", F
O 11710 A LET hasstapped communicating with RMS. Bookings are not being
synchronized.

FIG. 40 RMS Enterprise (Classic Ul) - Hotlist indicating Troller error
2. Select the troller process error(s) and click the Dismiss button to dismiss the selected Hotlistitems.

Once these steps are complete, the server ready to have the latest version of RMS-SCH-EWS installed. See the Scheduling Interface for Exchange -
Installation and Configuration section on page 11 for details.

NOTE: After installing the update, it is necessary to re-configure access to Exchange Room Mailboxes for the RMS Service account. Refer to the
Configuring the RMS Service Account on page 20 for details.
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Notes on the configuration of Modern Authentication

NOTE: Typically, this process will be handled by the IT department in the target organization. The following is provided as an example of how to configure these
setting in the absence of such a group, as well as to better communicate the requirements to the IT personnel in the target organization.

Pre-requisites:
. An active Azure account
. An Azure AD tenant

l.  Self-signed Certificate creation

In order to use certificate as credential for the Application, you need to generate a certificate and upload it to Azure
AD.

1. Open Windows PowerShell

2. Execute the below given command to create a Self-signed Certificate:

New-SelfSignedCertificate -CertStoreLocation "Cert:\LocalMachine\My" -Subject
"CN=<ApplicationName>"

NOTE: Replace the ApplicationName with the name of your application that you create on Azure AD.

ll.  Export Certificate

Export the Self-signed certificate to use with the application with Certificate Manager as explained below:

1. Execute mmc command in the Command Prompt / Windows PowerShell.

2. Open File > Add/Remove Snap-In.

3. Add the Certificates snap-in from the Available snap-ins pane to the Selected snap-ins pane.

4. Select the Computer Account radio button in the Certificates snap-in dialog box and click Next

5. Select the Local Computer radio button in the Select Computer dialog box and then click Finish

6. Click OK

7. Select Console Root > Certificates (Local Computer) > Personal > Certificates from the tree view on the left
pane.

8. You will see the newly generated application certificate
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a. Export Certificate - Without Private Key (.CER)

We need to export the certificate without Private key and Base-64 Encoded X.509 .CER format to upload in
Azure AD.

Select the application certificate and right click

Select All tasks > Export option

Certificate Export Wizard opens.

Click Next button

Select the No, do not export the private key radio button and click Next
Select the Base-64 encoded X.509 (.CER) radio button and click Next

Click Browse button and select a folder to place the exported file

Key in the File name and click Save button

9. Click Next button

10. You will see You have successfully completed the Certificate Export Wizard
11. Click Finish button

12. Click OK button

© N VAWM =

b. Export Certificate - With Private Key (.PFX)

We need to export the certificate with Private key and PKCS #12 (.PFX) format to be loaded in RMS EWS
Scheduler Interface application.

1. Select the application certificate and right click

2. Select All tasks > Export option

3. Certificate Export Wizard opens.

4. Click Next button

5. Select the Yes, export the private key radio button and click Next

6. Select the Personal Information Exchange — PKCS #12 (.PFX) radio button and click Next
7. For Security, select the Password checkbox

8. Key-in the password and repeat the same in Confirm password

9. Accept the default option in Encryption dropdown and click Next button

10. Click Browse button and select a folder to place the exported file

11. Key in the File name and click Save button

12. Click Next button

13. You will see You have successfully completed the Certificate Export Wizard
14. Click Finish button

15. Click OK button
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lll.  Generate the keyCredentials value using PowerShell

Run the following PowerShell script to generate the keyCredential value based on your Base-64 encoded certificate
file.

This will get the values that are to be placed in Azure AD App Manifest.

SCert New-Object System.Security.Cryptography.X509Certificates.X509Certificate2
SCert.Import ("C:\RmsSchCert\TestApp GrpCBA.cer")

SBinaryData SCert.GetRawCertData ()
SBaseb64Value System.Convert ToBase64String ($BinaryData)

$BinaryData SCert .GetCertHash ()
SBase64Thumbprint System.Convert ToBase64String ($BinaryData)

SKeyid System.Guid NewGuid () .ToString ()

Write-Host "Base-64 Thumbprint:"
$Base64Thumbprint

Write-Host "Keyid:"
SKeyid

Write-Host "Base-64 Value:"
SBaseb4Value

PS C:\WINDOWS\system32> C:\TempCert\For ModernAuthentication Testing\TestApp_GraphCert.psl
Base-64 Thumbprint:
td5HRK2F 2BqFUVXXFUSX9PD+tdg=

Keyid:

235dd0e4-7ee5-4468-8a5a-6c6711016e98

Base-64 Value:

MIIDCDCCATCgAWIBAQIQeZ4VSoq04YICF /uadI86]jANBgkghkiGOw0BAQS FADAXMRUWEWYDYOQDDAXShXNTY2hHcnBDOKEwHhCNM j AWODAYMTCwODE 5Wwh cNM ] EWODAYM TCXODE SWj AXMRUWEWYDVQQD
DAXSbXNTY2hHcnBDOKEwgQE iMAOGCSQGSIb3DQEBAQUAA4IBDWAWGGEKADI BAQCXZb7 I gk v4 oy tnzW7QvuObpT taANUMK+HYGEHHhPYNT+YAMPpYvOoAJ tmM2ksLCcZsmeCge8EH] 3j7PembipGinvzZas
G/BHyG5nKYelk4rkhSTfiYcivA4YRaQ/hCnzTHzSwSBedulz5Zz3Utazchl dTbmG+68+BdzKAJESFa3181qC6e61qL1s/uGTpa3 i +KCLICpjVE+PFSSYZs DAbHMIFB627 1 /L dw3jsg0cI2K1ah
t202miAJBO, S1TXW3RO1UBHOBDCt6hOmYBmUObEG3VB28TnrmjOLEFk6r/HOGxXq214Tp3MOX1tryxXbosawzkiUDs 3VCepAGMBAAGIUDBOMA4 GALUdDWEB /wQE AWIFODAdBGNVHSUEF JAUBggr
BQEFBQCDAQYTKWYBBQUHAWEWHQYDVROOBB YEFM4 cIsWbDWRDCcL MqN4hcz0OEacGMAOGCSqGSIb3DQEBCWUAAL TBAQBPs 8Z0SxsbvngDInIsws4bcFkhoFi1/cBEMSGVY0ZdvOyGSIZ+yulzc 1HISBK
AY9hCc/1CBAYCVCN3Qi +2XdakT)/9zphalm/PryNkF tqYRHme7 ddvyo2bivIytjlLs7531/0wix7 50FpfNYCINIcugksNUghi 26 1R TB]gsugCIghL EhALSUKVZo7 /+YX2/2KPk 2KTyvcbGZ8Lgzs
FcawECDqwyvqMdREDO+qmdL Y/9s chsbbl 2K4cut1Z36xsDHkd 1nscx9919jyHt4XRXBONpXdE 5Y0Q8YQXi 11k1Rs JyE jp9h7+Vtzxzi cBEfMmgU2ITzwg810] 25 2XbNvz

Copy the value from the PowerShell output terminal into a Text Editor. We will be using Base-64 Thumbprint and
Keyid values in section Modify the Manifest of Azure AD Application
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IV.  Create your App registration in Azure Active Directory

Access the Azure Portal (https://portal.azure.com) and sign-in with the user ID that has the Global Administrator

rights

From the Portal Menu, select the Azure Active Directory option

. P Search resources, services, and docs (G+/)

- Create a resource
A Home

[ Dashboard

= All services

% FAVORITES

Al resources
[14] Resource groups
@ App Services
“> Function App
SQL databases
© Azure Cosmos DB
K3 Virtual machines
<> Load balancers
‘== Storage accounts
“ Virtual networks
- Azure Active Directory
@ Monitor
@ Advisor
© Security Center
€ Cost Management + Billing

2 Help + support

Welcome to Azure!

Don't have a subscription? Check out the following options

Start with an Azure free trial

Get $200 free credit toward Azure products and services,

plus 12 months of popular free services.

Azure services

+ 4+ =

Create a Azure Active Virtual
resaurce Directory machines
Navigate

Manage Azure Active Directory
Manage access, set smart policies, and enhance security
with Azure Active Directory.

@ = ]

App Services Storage

SQL databases  Azure Database  Azure Cosmos Kubernetes

»

Access student benefits

Get free software, Azure credit, or access Azure Dev Tools
for Teaching after you verify your academic status.

—

More services

7] <

accounts for Postgres... DB services

n the left navigation menu, select App registrations from Manage section of Active Directory

Menu Blade

© overview
# Getting started

X Diagnose and solve problems

Manage
& Users

2 Groups

85 External Identities

& Roles and administrators

& Administrative units (Preview)
i Enterprise applications

8 Devices

. App registrations

«

—+ New registration @ Endpoints /? Troubleshooting

L Download (Preview) Q Got feedback?

@ Welcome to the new and improved App registrations (now Generally Available). See what's new and learn more on how it's changed. —>

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we

will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more

Allapplications | Owned applications

0 Start typing a name or Application ID to filter these results

This account isn't listed as an owner of any applications in this directory.

View all ap n the directory

Click on the New registration option from the top right section.
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In the ‘Register an application’ page:
a. Fillin Name for the application.
b. Select the Supported account types as “Accounts in this organization directory only
C. Set the Redirect URI (optional) as “Web" and URI as http://localhost

"

Register an application

* Name

The user-facing display name for this application (this can be changed later).

RmsSchGrpCBA v

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (hpro only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose...

Redirect URI (optional)

We'll return the authentication respense to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v ‘ l http://localhost v

By proceeding, you agree to the Microsoft Platform Policies f

Click Register button.
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Overview page opens for the newly created application

Dashboard > hpro | App registrations >

i RmsSchGrpCBA » X

O Search (Ctrl+/) « [il Delete & Endpoints

# overview Display name sSchGrpceA Supported account types  : My organization only =
& Quickstart Application (client) ID ; 161 Redirect URIs : 1 web, 0 spa, 0 public client
# Integration assistant {preview) Directory (tenant) ID . .. Application ID URI : Add an Application ID URI
Object ID : falde2a3-acd6-4d37-87¢7-021e8181d0cO Managed application in |... : RmsSchGrpCBA
Manage A
& Branding

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide
D Authentication technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authenticatian Library (MSAL) and
Microsoft Graph. Learn more
¥ Certificates & secrets

11! Token configuration

S APl permissions Call APIs Documentation
& Expose an API Microsoft identity platform
- e N [ ® Authentication scenarios
i Owners 4 [u Authentication libraries
- 4 Code samples =
& Roles and administrators (Preview) 5 a Microsoft Graph
& Glossa
M Monifest = i

Help and support

V. Add Graph API permissions to the RMS Scheduler app
In the left navigation menu, select APl Permissions from Manage section of Application Menu Blade

API Permissions page opens

- RmsSchGrpCBA | API permissions  #

£ Search (Ctrl+/) « (O Refresh Q Got feedback?

i Overview .
Configured permissions
& Quickstart - i - _ ) i )
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
# Integration assistant (preview) all the permissions the application needs. L
Manage -+ Add a permission
B Branding API / Permissions name Type Description Admin consent req...  Status
D Authentication “/ Microsoft Graph (1) L
1 Certificates & secrets User.Read Delegated  Sign in and read user profile -

Token configuration

¢

API permissions

®

Expose an API

Owners

Roles and administrators (Preview)

- )

Manifest

Click on the Add a permission option from the Configured permissions section.
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Request API permissions page opens

Home > hpro | App registrations >

0 Search (Ctrl+/) ‘ «
B overview
& Quickstart

# Integration assistant (preview)

Manage
B2 Branding
D Authentication
Certificates & secrets
11 Token configuration
9 API permissions
@ Expose an AP
B owners
& Roles and administrators (Preview)

0 Manifest

Support + Troubleshooting
£ Troubleshooting

& New support request

5 RmsSchGrpCBA | API permissions =

O Refresh Q Got feedback?

Configured permissions

Applications are authorized to call APIs when they are granted permis
all the permissions the application needs. Learn more about permissic

~+ Add a permission

API/ Permissions name Type

\Microsoft Graph (1)

UserRead Delegated ~ Sign in and 1

Request API permissions

Select an API

Commonly used Microsoft APIs

APIs my organization uses My APls

/"<\ Microsoft Graph
4» Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
\ ‘, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a

single endpoint.

() Azure Rights Management
L& Services

Allow validated users to read and write
protected content

»é—< Dynamics 365 Business Central
Programmatic access to data and

functionality in Dynamics 365 Business
Central

=5 intune

Programmatic access to Intune data

IA Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

D Dynamics CRM

Access the capabilities of CRM business
software and ERP systems

G Office 365 Management APIs

Retrieve information about user, admin,
system, and policy actions and events
from Office 365 and Azure AD activity

Data Export Service for

Microsoft Dynamics 365
Export data from Microsoft Dynamics
CRM organization to an external
destination

£/ Flow service

Embed flow templates and manage flows

Power Bl Service

Programmatic access
toDashboard resources such
as Datasets, Tables, and Rowsin Power B

Click on Microsoft Graph option from the Commonly used Microsoft APls section

Home > hpro | App registrations >

£ Search (Ctrl+/) «
B overview
& Quickstart

#" Integration assistant (preview)

Manage
B Branding
D Authentication
Certificates & secrets
H1! Token configuration
9 APl permissions
@ Expose an AP
# owners
& Roles and administrators (Preview)

I Manifest

Support + Troubleshooting
2 Troubleshooting

& New support request

o RmsSchGrpCBA | API permissions =

() Refresh O Got feedback?

Configured permissions

Applications are authorized to call APIs when they are granted permis
all the permissions the application needs. Learn more about permissit

-+ Add a permission

API / Permissions name Type Description
™ Microsoft Graph (1)
UserRead Delegated ~ Sign in and n

Request API permissions

<All APIs
@@ MicrosoftGraph

https://graph.microsoft.com/ Docs 7!

What type of permissions does your application require?

Delegated permissions

Your application needs to access the API as the signed-in user.

Add permissions Discard

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

Select the Application Permissions option for ‘What type of permissions does your application require?’
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Select the following Permissions:
Calendars > Calendars.ReadWrite
Mail > Mail.ReadWrite
Place > Place.Read.All

Home > hpro | App registrations >

Request API permissions X
- RmsSchGrpCBA | API permissions =
< All APIs
[Pseachicsn | « O Refresh | < Got feedback? > Organization @
R Gisrdar Configured permissions e
& Qlistart Applications are authorized to call APls when they are granted permis o
# Integration assistant (preview) all the permissions the application needs. Learn more about permissic Place (1)
Manage + Add a permission if;j ':ﬁ acz.::l:my B Yes
B Branding API / Permissions name Type Description > Policy
D Authentication  Microsoft Graph (1) > Printer
Certificates & secrets User.Read Delegated  Signinand r > Printiob
1! Token configuration > PrintTaskDefi
9 API permissions > PrivilegedAccess
@ Expose an API > ProgramControl
¥ owners > Reports
& Roles and administrators (Preview) > RoleManagement
E Manifest > Schedule =
Support + Troubleshooting 3 BecuiityActions
& Troubleshooting > SecurityEvents
2 New support request > sites i
Click Add Permissions button
The newly added permissions are saved and listed in Configured permissions
RmsSchGrpCBA | APl permissions X

[0 search (ctr+n | « O Refresh | Q Got feedback?

B overview

-+ Add a permission \/ Grant admin consent for hpro
D Authentication
API / Permissions name Type Description
Certificates & secrets
i V Microsoft Graph (4)
1! Token configuration

& Roles and administrators (Preview)

Ml Manifest

A\ You are editing permission(s) to your application, users will have to consent even if theyve already done so previously.

& Quickstart

#  Integration assistant (preview) Configured permissions

Mariage: all the permissions the application needs. Learn more about permissions and consent
B Branding

Admin consent req...

‘ Calendars ReadWrite Application Read and write calendars in all mailboxes Yes
- AP permissions

Mail ReadWrite Application Read and write mail in all mailboxes Yes
@ Expose an API
s Place Read All Application  Read all company places Yes
&, Owners

UserRead Delegated  Sign in and read user profile

Status

A\ Not granted for hpro
A\ Not granted for hpro

A Not granted for hpro

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
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Now, grant admin consent for the requested permissions by clicking Grant admin consent for <domain name>

button

Home > hpro | App registrations >

£ search (Ctrl+/) «
B overview
& Quickstart

# Integration assistant (preview)

Manage
B Branding
D Authentication
Certificates & secrets
1! Token configuration
9 APl permissions
@ Expose an AP
& owners
% Roles and administrators (Preview)

H Manifest
Support + Troubleshooting

& Troubleshooting

& New support request

RmsSchGrpCBA | API permissions  #

O Refresh Q Got feedback?

Do you want to grant consent for the requested permissions for all accounts in hpro? This will update any existing admin consent records this application already has to match what is listed below.

[ - [T

Applications are aUtnorized o Call APIS Wnen they are granted permissions by Users/admins as part of the Consent process. Tne list of ConTigured permissions shouid Inciude

all the permissions the application needs. Lear more about permissions and consent

+ Add a permission /' Grant admin consent for hpro

API / Permissions name Type Description

v Microsoft Graph (4)
Calendars ReadWrite Application  Read and write calendars in all mailboxes
Mail ReadWrite Application  Read and write mail in all mailboxes
Place Read All Application  Read all company places
User.Read Delegated  Sign in and read user profile

Admin consent req...

Status

A\ Not granted for hpro
A\ Not granted for hpro

A\ Not granted for hpro

Click Yes button for the confirmation message

Notice that the Admin consent granted for the requested permissions

[0 search (ctrt+/) «
B overview
& Quickstart

#  Integration assistant (preview)

Manage

B Branding

D Authentication
Certificates & secrets

H1! Token configuration

9 APl permissions

@ Expose an AP

% Owners
& Roles and administrators (Preview)

M Manifest

5 RmsSchGrpCBA | APl permissions

O Refresh Q Got feedback?

@ successfully granted admin consent for the requested permissions.

Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission \/ Grant admin consent for hpro

API / Permissions name Type Description

/Microsoft Graph (4)
Calendars ReadWrite Application  Read and write calendars in all mailboxes
Meail ReadWrite Application  Read and write mail in all mailboxes
Place Read Al Application  Read all company places
UserRead Delegated ~ Sign in and read user profile

Admin consent req.

Status

@ Granted for hpro
@ Granted for hpro
@ Granted for hpro

@ Granted for hpro
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Appendix

Application Credentials
Credentials enable applications to identify themselves to the authentication service when receiving tokens.

You can use either Client Secret or Certificate to achieve this, but not both. Section VIl and VIII describes both
methods. Make sure to use anyone.

Adding Credentials to the Application (Client Secret)

Important NOTE:

Skip this step and go to Adding Credentials to the Application (Client Certificate) section below to use Certificate
based authentication

For a higher level of assurance, recommended to use a certificate (instead of a client secret) as a credential.

Make sure to create a new application by following the steps defined in Create your app registration in Azure
Active Directory

In the left navigation menu, select Certificates & Secrets from Manage section of Application Menu Blade

Certificates & Secrets page opens

Dashboard > hpro | App registrations >

RmsSchGrpSK | Certificates & secrets =

[0 search (cu+n) | « < Gotfeedback?

B overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme), For a higher level of assurance, we recemmend using a certificate (instead of a client secret) as a credential.

& Quickstart

#  Integration assistant (preview)
Certificates
Manage Certificates can be used as secrets to prove the application's identity when requesting a token. Alse can be referred to as public keys.

=

B Branding =
T Upload certificate
D

Authentication
Thumbprint Start date Expires
Certificates & secrets

No certificates have been added for this application.

! Token configuration
9 API permissions

& Expose an API
= Client secrets
i Owners
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

s Roles and administrators (Preview)

—+ New client secret

M Manifest

Description Expires Value
Support + Troubleshooting
Pl Troubleshooting No client secrets have been created for this application.

8 New support request

Click New Client secret button
Add a client secret dialog opens
Key-in Description for the client secret

Select a value from the Expires section as per your need
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Add a client secret
Description
[ secretkey forlRmsschGrp ]

Expires

®) In1year
O in2years
O Never

Click Add button

Once the settings are saved, the key is displayed.

Dashboard > hpro | App registrations >

& RmsSchGrpSK | Certificates & secrets  # X
L]
P Search (Ctrl+/) « Q Got feedback?
B overview Credentials enable i lications to identify to the ication service when receiving tokens at a web addressable location (using an HTTPS 2
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
& Quickstart
# Integration assistant (preview) )
Certificates
Manage Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

B Branding

Upload cer
D Authentication

; Thumbprint Start date Expires
T Certificates & secrets
1 Token configuration No certificates have been added for this application.
9 API permissions
& Expose an AP
Client secrets
B owners
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Roles and administrators (Preview)
B Manifest + New client secret
Description Expires Value
Support + Troubleshooting
SecretKey for RmsSchGrp 8/2/2021 MCM1jM4Z3Pdjvv3B613.0cbIb3YV~tov~ |of

& Troubleshooting

& New support request
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Adding Credentials to the Application (Client Certificate)

Important NOTE:

If you have already configured Adding Credentials to the Application (Client Secret), Please skip this step.

Appendix

Make sure to create a new application by following the steps defined in Create your app registration in Azure

Active Directory

In the left navigation menu, select Certificates & Secrets from Manage section of Application Menu Blade

Certificates & Secrets page opens

RmsSchGrpCBA | Certificates & secrets  #

|P Search (Ctrl+/) ‘ & QD Got feedback?

B Overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential,
& Quickstart

# Integration assistant (preview)
Certificates

Manage Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

B Branding =
1 Upload certificate
]

Authentication
Thumbprint Start date Expires
Certificates & secrets

T No certificates have been added for this application

9 APl permissions

@ Expose an APl
- Client secrets
. Owners
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
8 Roles and administrators (Preview)

B Manifest ~+ New client secret

Description Expires Value

Support + Troubleshooting

Click Upload certificate button
Upload certificate dialog opens. Click on the Folder icon to select a certificate file

Select the .CER file that exported in section Export Certificate - Without Private Key (.CER)

Click Add button
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Notice that the uploaded certificate listed under Certificates section

Dashboard > hpro | App registrations > X
pro | App reg @ Update application credentials 9:56 AM
RmsSchGrpCBA | Certificates & secrets = Successfully updated application RmsschGrpCBA
credentials
[ 2 search (ctri+/) | « < Gotfeedback?
B overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS -
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential
& Quickstart
# Integration assistant (preview)
Certificates
Manage Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
B Branding s
1 Upload certificate
D Authentication
Thumbprint Start date Expires
Certificates & secrets
B5DE47464D85D81A8552FC577D4B17FAFOFEBSDE 8/2/2020 8/2/2021 il
I} Token configuration
S APl permissions
& Expose an APl
. Owners Client secrets
B Rt T Pl A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
M Manifest —+ New client secret

Modify the Manifest of Azure AD Application
In the left navigation menu, select Manifest from Manage section of Application Menu Blade

The editor shown on right side with JSON elements

Lt RmsSchGrpCBA | Manifest  # X
[0 search (cti=n) | « [ save X Discard T Upload & Download | < Got feedback?
B overview . . . o . > ¥ 1
The editor below allows you to update this application by directly modifying its JSON representation. For more details, see: Understanding the Azure Active Directory application manifest
& Quickstart
# Integrati tant ot ¥ I
# Integration assistant (preview) is "keyCredentials”s [
20 {
Manage 21 “customkeyIdentifier”: "tdSHRk2F2BqFUVXXFUSX9PD+tdg=",
= 22 “endDate": "2021-08-02717:18:19Z",
B granding 5
5 5ddoed -7ee5-4468-8a5a-6c6711016e98" ,
D Authentication 24 "2020-08-02T17:08:197",
25 symmetricxseocert”,
Certificates & secrets 2 ge": "verify",
1! Token configuration 27 "value": "MIIDCDCCAFCGAWIBAGIQ q F/uad1863], 1G9WOBAQ: UWEWYDVQQDDAXSbXNTY2hHcnBDQK EwHh cNMj AWODAYMT cWODE SWhc NMj EwODAYMT c XODH}
o 28 "displayName": "CN=RmsSchGrpCBA"
9 API permissions 29 }
30 1
& Expose an API 31 “knownClientApplications™: [],
B owners 32 "logourl”: null,
33 logouturl”: null,
& Roles and administrators (Preview) 34 “name”: “"RmsSchGrpCBA",
ES "oauth2AllowIdTokenImplicitFlow": false,
M Manifest 36 “oauth2AllowImplicitFlow": false,

The editor shown on right side with JSON elements. In the "keyCredentials": section, replace the following with
the value that we got from section Il
"customKeyIdentifier": <Base-64 Thumbprint value got from PowerShell Script>
"keyId": <Keyid value got from PowerShell Script>
Click Save button to save the changes

Configuring RMS Scheduling Interface for Exchange — Modern Authentication (Client Secret
Key)

Install the latest RMS Scheduler Interface v1.1.2
After installation is completed, configure the RMS Server and click Save RMS Server Setting to save the settings

Select the Exchange Settings tab and choose the Modern Authentication radio button option
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Key-in the Tenant ID, Client ID values that you noted down from the Azure AD App Overview (Refer to section
Create your App registration in Azure Active Directory)

Key-in the Client Secret key that you copied when you generated (as per the instruction of section Adding
Credentials to the Application (Client Secret))

Click Test Connection button. You should see Connect to Exchange account successfully message.

& AMX-RMS Scheduling Configuration for Exchange - 0O X
 Bans RMS Scheduling Configuration
Current Authentication: Modern
RMS Server | Exchange Settings | Synchronization Options = Resource Profiles
Basic Authentication ® Modern Authentication

Configure the authentication method to be use by the RMS Service for Modern Authentication.

Application Info (Registration must be completed first)

. Fhkkkkkhdkhkhkkhkhhikhhkkhhhkhhhkrhkhhhkhkthikhk
Tenant ID: | ****** % %

1, . Fhkkkkkhkkhhkkhkhkhkkhhhkkhhhkhhkkrhihkhhkkkrhikhk
Client ID:

® C(lient Secret: eoeccocccccccccccccccccccccccce

Client Certificate

Test Connection

Click the Save Exchange Settings
When you select Resource Profile tab, you should be able to enable the resource profile

Once the RMS Scheduling Interface settings are saved and configuration window is closed, you should be able to
schedule the meeting by using the Modern Authentication.
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Xl.  Configuring RMS Scheduling Interface for Exchange - Modern Authentication (Certificate
Based)

Install the latest RMS Scheduler Interface v1.1.2. After installation is completed, configure the RMS Server and click
Save RMS Server Setting to save the settings

Select the Exchange Settings tab and choose the Modern Authentication radio button option

Key-in the Tenant ID, Client ID values that you noted down from the Azure AD App Overview (Refer to section
Create your App registration in Azure Active Directory)

Choose the Client Certificate radio button option
Click Load Client Certificate button

Select the .PFX certificate file that was exported in section Export Certificate - With Private Key (.PFX)

Key in the certificate password that were used during export in Password field

Click Test Connection button. You should see Connect to Exchange account successfully message.

& AMX-RMS Scheduling Configuration for Exchange — m] X
A Bass RMS Scheduling Configuration
Current Authentication: Modern
RMS Server | Exchange Settings | Synchronization Options = Resource Profiles
Basic Authentication ® Modern Authentication

Configure the authentication method to be use by the RMS Service for Modern Authentication.

Application Info (Registration must be completed first)

Tenant ID:

Client ID:

Client Secret: | eecccosccccccccccccscssssccsse

@ Client Certificate Load Client Certificate ...

Password: eeesssee

Test Connection

Connect to Exchange account successfully.

Click the Save Exchange Settings
When you select Resource Profile tab, you should be able to enable the resource profile

Once the RMS Scheduling Interface settings are saved and configuration window is closed, you should be able to
schedule the meeting by using the Modern Authentication.
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RMS-SCH-EWS Known Issues

The following are known issues relative to RMS-SCH-EWS RMS Enterprise Scheduling Interface for Exchange:

Hybrid Modern Authentication is not currently supported

Streaming Notifications for Modern Authentication are not supported at this time

If Exchange Settings are already configured, saving Exchange settings again will re-sync resource profiles from Exchange Server and
remove existing mappings from RMS Server.

For Modern Authentication, newly configured rooms do not immediately report in the Resources tab, as they do not report in a Microsoft
Graph query of the rooms. It may take up to 24 hours for Microsoft Graph API to report the new room.

Each meeting instance in an Exchange recurring meeting series is treated as an individual meeting in RMS.

Recurring appointments in Exchange that have "No End Date" specified are limited to two years of occurrences synchronized into

RMS. After the two years elapses, no further bookings for that series will be synchronized into RMS. It is recommended that

recurring appointments either have a specific end date or a number of occurrences defined.

The RMS Exchange Appointment Organizational Form (used with some previous versions of the Scheduling Interface) is not compatible
with the RMS Enterprise Scheduling Interface for Exchange.

RMS Enterprise Scheduling Interface for Exchange - Installation Manual 45




© 2020 Harman. All rights reserved. Metreau, NetLinx, AMX, AV FOR AN IT WORLD, HARMAN, and their respective logos are registered trademarks of HARMAN. Last Revised:
s Oracle, Java and any other company or brand name referenced may be trademarks/registered trademarks of their respective companies. AMX does not assume

responsibility for errors or omissions. AMX also reserves the right to alter specifications without prior notice at any time. The AMX Warranty and Return Policy and 03/04/2020
H A R M A N related documents can be viewed/downloaded at www.amx.com.
3000 RESEARCH DRIVE, RICHARDSON, TX 75082 AMX.com | 800.222.0193 | 469.624.8000 | +1.469.624.7400 | fax 469.624.7153
Cb‘-{”"" AMX (UK) LTD, AMX by HARMAN - Unit C, Auster Road, Clifton Moor, York, YO30 4GD United Kingdom e +44 1904-343-100 ¢ www.amx.com/eu/



